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Abstract— Healthcare records are essential as they
establish perpetual reports on the health of patients. These
records are in nature meant to be kept confidential. It is for
this reason that the data should be secured before
transmission. Steganography and cryptography are old
concepts used to secure communications. Steganography is
hiding data in a carrier, for instance, images, videos, texts,
and files. It seeks to hide the existence of communications.
Cryptography is communication in deciphering secret
writings or ciphers. Steganography and cryptography can
both work independently, the two techniques are combined
to make communications more secure. In our privacy-
preserving scheme for medical diagnosis records, a hybrid
approach is used to ensure the maximum security of medical
records before transmission. The proposed system utilizes
AES 128 which is symmetric key encryption to scramble the
data. As compared to asymmetric key encryption, symmetric
key encryption is faster because both encryption and
decryption utilizes a single key. The proposed system makes
use of the Diffie Hellman key exchange algorithm for key
agreement. The least significant bit (LSB) which involves the
hiding of information in the most repetitive bits of each pixel
of an image is implemented for steganography. The
technique was chosen because the level of distortion made on
the image is low hence the image quality change is minimal.

Keywords— Steganography, Diffie-
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l. INTRODUCTION

The Federal Chamber of Medicine through Resolution 1.638
[1] characterizes Healthcare records as an exceptional archive
that is comprised of a lot of recorded data marked and pictures
created dependent on realities, events, and circumstances of the
soundness of the patient and the consideration given. Healthcare
records give research help. Clinical specialists can similarly
survey indications and signs as a result of further developing
assurance and giving treatment [1].

Security refers to physical, innovative, or regulatory defenses
or apparatus used to shield recognizable well-being information
from undesirable access or exposure. The present age relies upon
the organization and PC framework to furnish them with data,
for example, health or clinical records. Most people have
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communicated worries over undesirable surveys of clinical
records when data is shared between medical service providers
[2]. Healthcare information that incorporates medical records
and clinical pictures is traded between different places. The
delicate data of this information requires greater security as they
are communicated over the internet which expands the danger of
a capture attempt. There is a need to secure healthcare records
inside and out. This insurance can be conceded by utilizing
security highlights, for example, Firewalls, Cryptography, and
Virtue Private Networks (VPN), however, a portion of these
strategies don't offer total security since they can undoubtedly be
bypassed by hackers [3]. An efficient way of making health
record transmission more secure is through the combination of
Steganography and Cryptography, note that the two techniques
can work independently to secure data. These techniques can
therefore be combined to make data or the transmission of data
more secure.

Steganography is a technique of hiding secret information in
a carrier (image, video, audio, binary files, documents), it hides
the presence of information. Steganography has the following
components: the carrier, the message as well as the key [4].
Cryptography is communication in deciphering secret writings
or ciphers. Information is scrambled in a way that makes it un-
understandable to unintended users [5]. The proposed system
uses cryptography to scramble Healthcare Records to make them
un-understandable to un-intended users and steganography to
embed the scrambled information into an image.

Interactive media objects, for example, messages, pictures,
recordings, and sound are utilized as a cover medium to
guarantee the sheltered transmission of private data or messages.
The following are the types of steganography: Text
Steganography where data is hidden in a text file, this type of
steganography works by hiding the confidential data behind the
nth letter of every word in the text message and uses several
methods to hide the confidential data in the text file, these
include: a method based on format, a method based on Random
and statically, and methods based on linguistics [6]. Image
Steganography is the most commonly used, it works by
embedding confidential data or messages into an image and the
result is a stego image that is then sent to the receiver. During the
transmission, unauthorized persons don’t see the hidden
information but rather only see the stego image[7] Audio
Steganography is where data is hidden in an audio file which can
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be MP3, AU, or WAV sound files. This type of steganography
uses several methods which include: Low Bit Encoding, Phase
Coding, and Spread Spectrum [8]. Video Steganography is
where data is hidden in video files. Video files are a combination
of images and sounds. Videos are made up of images and audio
hence techniques used in image and audio steganography apply

to video steganography [9].

Cryptography is a technique in which information or
messages are concealed in ways that make the information
useless when landed on unintended users. Encryption and
decryption are the fundamental functions of cryptography. Plain
texts are converted into forms that cannot be read and
understood, the converted plain text is called cipher texts
(encryption), and the cipher texts are converted back to plaintexts
(decryption). The following are the types of cryptography:
Symmetric Key Cryptography which utilizes the same key for
encryption and decryption. Instances of symmetric encryption
algorithms include Advanced Encryption Standard (AES), Data
Encryption Standard (DES), Internal Data Encryption Algorithm
(IDEA), Rivets Cipher 4 (RC4), Rivets Cipher 5 (RC5), Rivets
Cipher 6 (RC6) [10]. Asymmetric Key Cryptography is a type of
cryptography that utilizes two distinct keys for encoding and
decoding. A public key is utilized for encoding the information,
and a private key is utilized for decoding the information.
Examples of algorithms that utilize two distinct keys for
encryption and decryption are Rivets Shamir Adelman (RSA),
Diffie Hellman, and Elliptic Curve Cryptography (ECC) [10].

The rest of the paper is coordinated as follows; Section 1l
presents the related works, and Section Ill brings forth the
methodology and proposed framework. The results and analyses
are presented in Section IV and the conclusion in Section V.

1. RELATED WORKS

Various Stenographic tools have been developed and the
essential thought connected with these tools is something similar:
to make software that can hide information in a medium. For this
research paper, we review 5 stenographic tools namely: Xiao
Steganography, CrptaPix, OurSecret, MP3Stego, and Masker.

Xiao  Steganography  [11] was  developed by
www.nakasoft.net. The software utilizes Bitmap (BMP) images
and WAV files to hide the secret information. Various encryption
algorithms are used: RC4, DES, 3DES 112, RC2, and hashing
SHA, MD4, MD2, and MD5. The hidden information can only
be extracted using this software. Xiao Steganography uses Least
Significant bit (LSB) substitution as a stenographic algorithm.

CryptaPix [12] was developed by Kent Briggs. The software
works by dividing the plaintext into 3 bits segments and uses AES
256 bits encryption. It is an encryption and file manager program
for the Windows platform. The disadvantage is that it uses a 3-bit
segment algorithm which is vulnerable to Robustness [14], this
means that any image processing operation (contrast, brightness,
etc.) performed on the stego image can destroy the secret
information [15].

OurSecret [16] is software that shrouds text files, recordings,
sounds, and pictures in a document. This software sends and hides
confidential files and messages, information is encoded and
covered up in documents,[16]. The software has a basic interface,

Zambia (ICT) Journal, Volume 7 (Issue 1) © (2023)

the user loads the transporter record into the interface, the
document conveys data and the user at that point creates a secret
phrase to permit just approved clients to access the secret data.
The favorable circumstances are that it embeds records in
different documents consequently making it not perceptible to the
users, the interface is easy to understand, and uses a secret key.
The fact that it does not have a recovery option disadvantages the
users in a case where the password for the carrier file is forgotten
[17].

Mp3Stego [18] was developed by A.P Petitcolas. The
software works by concealing secret data into MP3 records. The
secret data is compressed, scrambled, and is currently covered up
in the MP3 bit stream. The encoding cycle happens in the inward
circle which quantizes the data info and increments the quantizer
step size not until the quantized data is encoded in the accessible
pieces [18]. The product utilizes a pseudo irregular piece
generator dependent on SHA-1 and 3DES encryption [18]. The
favorable position is that MP3Stego utilizes Audio documents
that are bigger and utilizes MP3 design, P2P programming, and
ties down communication plans to keep up a secret of the data to
be sent in any event, when it goes through channels that are not
made sure about. Notwithstanding the benefits of utilizing MP3
records, they likewise have their downsides. MP3 documents
have dynamic matchless quality of the HAS over humans and the
current information can without much of a stretch be perceived
outwardly and permits just a specific measure of information to
be stored [19]. The other burden of MP3Stego is that any rival
can compress and recompress and accordingly the concealed data
is deleted [20]

Masker is a program that utilizes steganography to veil
mystery data in media records, for example, pictures and films. It
empowers users to shroud secret data in records and is utilized to
ship the information. Users select a document to convey the
information and are moved to different users without a doubt. The
program utilizes pictures, and recordings, The program gives
users a few encryption methods (Blowfish, CASTS, DES,
serpent-256, AES-256, 3DES, and Twofish) and the user will
pick the algorithm that coordinates the user's security prerequisite
and a secret password is entered to forestall unapproved access.
The advantage is that the program doesn't have a cutoff for the
measure of data to be put in the carrier [21]. The disadvantage is
examining an AVI record with a modest quantity of installed
content so the product utilizes EOF information injection. [22].

Table | summarizes the differences between our proposed model
and existing approaches.

As seen in Table I, our proposed system has several
advantages as compared to other systems. A secure
steganography system requires that all three parameters
detectability or imperceptibility which is the first parameter to be
considered, followed by Robustness, and finally capacity are met
[23]. Our system meets all three parameters hence making it more
secure.
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1. METHODOLOGY AND PROPOSED FRAMEWORK

The proposed system has two modes, the client/server-side
mode, and the normal mode. It aims at facilitating the transfer of
healthcare records in a secure manner. The system implements a
client/server that enables the agreement of a common key. The
client/server implements a Diffie Hellman key exchange that
allows the two parties to come to a ground of a common key. The
system also implements AES 128 bits algorithm that is used for
encrypting the data. The proposed system uses jpg and png
images. The image extension was chosen because the majority
of the images today are in those extensions thereby drawing fewer
suspicions.
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Figure 1. Client/Server Mode

Figure 1 shows the system framework for the client/server
mode of the proposed system. The proposed system utilizes java
socket programming, and Diffie Hellman is utilized for key
agreement. The server is first started on port 8088 and gets the
IP address of the host machine. After the server starts, it waits
for a client to connect on port 8088, immediately after the client
is connected to the server the key agreement is initiated.

The figure below shows the basic system architecture for the
normal mode. The user interacts with the system by providing
the system with the cover image, key, and message as inputs. The
key to be used is the agreed-upon key in the client/server mode.

Encrypt
and Embed

Decrypt

Input (cover image, key, message) and Extract

U: =
s Qutput ( stego image,
extral:ted message)

Figure 2. Normal Mode
Algorithm 1: Diffie Hellman Key Exchange

Input: P-Prime number, G-Primitive root modulo, S-Server, Y-
Private natural number or Server, X-Private natural number for
Client, C-Client

Output: S-Shared secret key

1. S and C agree on a prime modulus number P and
primitive root modulo G.

Verify that P and G are core primes

S generates Y, then calculates A = G¥ mod P

C generates X, then calculates B= G* mod P

S sends C the value of A and C sends S the value of B.
S computes GY¥

ok wh
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7. Ccomputes GXY
8. End

Algorithm 2: Encryption and Encoding

Input: N-Cover image, S-Secret key, M-Secret message, L-
Least significant bit (LSB), R-Binary bits, E-Base64Encoder
Output: X-Cipher text, Z-Stego Image

1. Read Nand M

2. Convert M into X using E

3. Add the value of X’s length at the beginning of the text
along with a °/° character (to mark the actual cipher
length during decryption).

Convert X into R to give M characters’ bits

Find L of the RGB pixels of N

Embed R into L of the RGB pixels of N

End

No gk

Algorithm 3: Decoding and Decryption

Input: S-Secret key, Z-Stego Image, V-Binary String, W-String
builder, L-Least significant bit (LSB), D-Base64Decoder, M-
Secret message

Output: M-Secret Message

1. ReadSandZ

2. Retrieve L of each RGB pixel of S

3. Convert V found by every 8 RGD pixels of step 2 to a
character and append the characters to a W.

4. Upon finding the first /> character from W, save its
previous characters as text length and discard all
characters till that index.

5. Using Sand D, decrypt X to get M

6. End

V. RESULTS ANALYSIS AND DISCUSSIONS

A. Description of Key Agreement

To apply the previously mentioned framework, we first start
by running the application on the server’s side on port 8089 and
await for a client to connect.

Waiting for application Two on PORT S808%5...
Just connected to f127.0.0.1:54241
Connecting to localhost on port S025

gust connected to localhost/127.0.0.1:808%

Figure 3. Server Console
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Connecting to localhost on port 2029
Just connected to localhost/127.0.0.1:80289

Figure 4. Client Console

Once the client has been connected to the server, the key
agreement is initiated. Diffie Hellman is a key exchange
algorithm that enables two or more computers to create a common
key [24]. As seen in Figures 5 and 6 below, the server and the
client agree on a prime number p and a primitive root modulo g.
The server generates a random private natural number y, and the
client generates a random private number x. The secret key is
computed using the formulag”xy. The whole idea behind the
Diffie Hellman key exchange is to enable the two parties
communicating to end up with a common key without having to
exchange it via any communication medium such as WhatsApp,
telegram, etc. hence an additional security feature for our system.

secretkey (9*x)y:

Figure 5. Server's GUI after client connection.

Figure 6: Client's GUI after when connected to the server

B. Encryption and encoding

After the key has been agreed upon in the client/server mode,
the first 16 characters of the secret key are utilized as the key
during the encryption. The 16-character key is then changed to
the required data type. If the user entered key is not of the length
16, the system pads the key with later “a” to reach the required
key length. The instance of the AES cipher is taken and
initialized with the ENCRYPT_MODE and given key. The
message is then scrambled and the code string is produced. In an
instance where the given key characters are longer than the
required key size, the system encounters an error. After the
message has been scrambled, the system checks if the bits of the
cipher can be accommodated by the cover image. If the size of
the image cannot accommodate the character bits of the cipher
message, the cipher is not embedded into the image, if the cover
image size is sufficient enough, the cipher is embedded into the
cover image using the lowest significant bit (LSB). The cipher is
only embedded into the last bits of the image hence the change
in the image quality is barely seen.
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Figure 7: Data Encoding

The first image in the figure above shows the original image, and
the second image is the resultant stego. The performance of
steganography systems is measured using the following
parameters: detectability, robustness, and capacity [23]. From
figure 7, it is seen that the difference between the original and
stego image is barely noticeable by the human eye thereby
achieving imperceptibility. The format of the images used is
portable network graphics (PNG). It has been proven that the
PNG format is the best with regards to image steganography
because it uses lossless compression so the substitution made
during the entire process of LSB steganography is not lost and
furthermore provides huge storing capacity[25].

C. Decryption and decoding

The proposed system utilizes a java APl Base64 Decoder. A
stego image is taken in as an input with the associated key. The
scrambled message is first extracted from the received stego
image. The first pixel of the RGB of every 8 bits is converted
into characters. After the scrambled message has been extracted,
it is decrypted by the AES 128-bits key. The entered key is
converted into the required data type and utilized with
DECRYPT_MODE and given a key by the AES instance. Figure
8 below shows the results on the receiver’s side, the stego image
on the left-hand side, and the extracted medical record on the
right-hand side.

IMEDICAL DIAGNOSIIC REPORI FORMAT 73

SECTION 1: Demographic Information
ChilddoOs Name:
EI #: CFC #:
Date of Birch:
Aasustea age:
Parent/GuardiandCOs Name:

Spoken in home:

Service CoordinatoralOs Name:  Primary
PhysicianiOOs Name:

Chronological Age:

Language

Meaical Diagnostic ClinicalOs Name:
Rdaress:

Clinic Coordinatoraffls Name: Pnone #:

Figure 8: Message Decoding

D. Results Analysis and Discussions

The first test was done on the encryption module. The total
time of encryption has been recorded in seconds.

Zambia (ICT) Journal, Volume 7 (Issue 1) © (2023)

ime: & S

vyoeYOtNiSamaMLoPoUSOMrn7xCV3vQ]yZIMGsCRzWOw=
BUILD SUCCESSFUL (total t - d

s

Ld

con
Figure 9: Cipher Text

On figure 9, the module was tested with a string, and the
message was encrypted in 2 seconds. The time of execution was
optimized because a symmetric encryption algorithm (AES) was
used. The main advantage of symmetric encryption is that it is
quicker and can also be used on massive data transmission[26].

The second test was done on the encoding module.

Given message: test
Message's bits: [0, 1, 1,1, 0,1, 0,0,0,1,1,00,1,01,01,1,1,0,011,011,101,00
Original Image pixel bits:

Figure 10: Message and image bits

On figure 10, the message bits were embedded into the
lowest significant bits of the cover image and the message was
successfully embedded.

The third test was done on the decryption module.

Given String: vyoeYOtNiSamaMLoPoUSOMrn7xCV3vQ]jyZIMGsCRzWOw=
Key: hellol2
Decrypted String: This is a test string.

BUILD SUCCESSFUL (total time: 0 seconds

Figure 11: Original message

On figure 11, the given string was taken as input and the
associated key was used for decrypting the message.

The fourth test was done on the decoding module. The total
time of execution was recorded in seconds.

Flest 32 18Be: [0, 1,1, 1,0, 1,0, 0,0, L, L0018 L¢o1L1L1L0¢0¢L1L¢0LLL¢e1L°¢0
Extracted Sering: test

BUILD SUCC

SEUL (total time: { seconds)
Figure 12: Extracted String
On figure 12, the first pixel of the RGB of every 8 bits was

converted into characters, and the message was successfully
extracted from the stego image.

V. CONCLUSIONS

In this paper, we presented a technique to secure the
transmission of healthcare records. Apart from hiding the content
of our messages, we must hide the existence of our
communication. Other than using Steganography, we used
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Cryptography to add another security feature to our system hence
hiding both the content and existence of our communication. We
also reviewed different systems in relation to our system and
presented the comparisons. As compared to other systems, our
system uses the AES encryption algorithm which is stronger and
more secure compared to other symmetric algorithms such as
3DES, DES, RC2, and more. The proposed system implements
the LSB algorithm for steganography which is considered the
best technique for image steganography.
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